Computer Security
Learn the tools needed to protect computer systems from both inside attacks and network based attacks. Theory and applications of various techniques will be explored. Prerequisites: CS 337 or 457 and CIS major standing. Three credits
Texts

The course materials are going to be lectured among the following textbooks: 
Required:
· No required textbook
References:

· Anti-Hacker Tool Kit, Third Edition, Mike Shema, McGraw-Hill Osborne Media, third edition (February 9, 2006), ISBN: 0072262877. 

· Network Security Essentials: Applications and Standards, 3/E, William Stallings, Prentice Hall, 2007, ISBN-10: 0132380331, ISBN-13: 9780132380331. 
· Hacking Linux Exposed By: Brian Hatch, James Lee, George Kurtz, McGraw Hill, ISBN-10: 0072127732 ISBN-13: 978-0072127737
· The Tao of Network Security Monitoring: Beyond Intrusion Detection by Richard Bejtlich, Addison-Wesley Professional, ISBN-10: 0321246772, ISBN-13: 978-0321246776 
Or any other resource you deem appropriate.
Course Objectives

At the end of the course a successful student will be able to:

· Analyze different cryptographic protocols in computer security.

· Learn ways of hardening a system against computer attacks.

· Implement security services on network systems such as User authentication, Web security, Firewalls, … etc.
· Gain both theoretical and practical aspects of various issues in network security concerning malicious code and intrusion detection. 

Lecturer Schedule 
The following is the general sequencing and pace of lectures. Selected topics will be added depending on time. 
	Unit #
	Topics

	1 
	· Introduction to Network Security

	2
	· Cryptography and User Authentication protocols
· Cryptography - Introduction and Symmetric Key

· Cryptography - Symmetric key application: Kerberos

· Cryptography - Hash functions and Message authentication

· Cryptography - Asymmetric Key

· X.509: Public Key Maintenance 

· User Authentication - Password based Authentication

· User Authentication - Biometric based Authentication

	3
	· Network Security Applications
· Mail Security

· Transport Layer Security (TLS)
· Web Security
· IP Security and VPN

	4
	· System Security Applications
· Exploits: Malicious Codes
· Firewalls

· Intrusion Detection Systems

	5
	· Wireless Systems Security
· Wi-Fi 

· RFID
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